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1 Introduction

The SPS (System Protect Software) is one utility which communicates with NMC (Network
Monitoring Card). SPS provides logs events, notify users of events and protect system to
shutdown gracefully. With the SPS, it can save application’s data and documents before system
shut down as well.

SPS has two major components: “SPS Service” and “SPS Interface”, SPS Service runs in the
background as a system service; and SPS Interface is a user interface application that allows the
user to tailor the configuration parameters.

1.1 Supported platform

Supported platforms (validated):

Windows

Windows XP Home Edition

Windows XP Professional

Windows 2000

Windows Server 2003 x32,x64

Windows Server 2008 x32,x64

Windows Server 2012 x64

Windows Server 2016 x64

Windows Server 2019 x64

Windows Server 2022 x64

Windows Vista x32, x64

Windows 7 x32, x64

Windows 8 x32, x64

Windows 10 x64

Windows 11 x64

Hyper-V Server 2008/2012/2019

LINUX

Red Hat Enterprise Server 5.x for i386,AMD64
Red Hat Enterprise Server 6.x for i386,AMD64
Red Hat Enterprise Server 7.x AMD64 (CUI)
Red Hat Enterprise Server 8.x AMD64 (CUI)
SUSE Enterprise Server 10.x for i386,AMD64
SUSE Enterprise Server 11.x for i386,AMD64
SUSE Enterprise Server 12.x for AMD64 (CUD)
Ubuntu 8.x for i386,AMD64

Ubuntu 9.x for i386,AMD64

Ubuntu 10.x for i386,AMD64
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Ubuntu 11.x for i386,AMD64
Ubuntu 12.x for i386,AMD64
Ubuntu 13.x for i386,AMD64
Ubuntu 14.x for i386,AMD64
Ubuntu 16.04 x86_x64 (CUD
Ubuntu 17.10 x86_x64 (CUD)
Ubuntu 20.04 x86_x64 (CUD
Ubuntu 22.04 x86_x64 (CUD
MAC 0S

Mac 0S 10.5 for PPC

MAC OS 10.6/10.7/10.8/10.9/10.10/10.11/10.12/11.3/12.x/13.3
for Intel

Citrix XenServer

Citrix XenServer 6.2

Citrix XenServer 6.5

Citrix XenServer 7.2

Unix

Solaris 10/11 for Intel
Solaris 10 for Sparc
FreeBSD 7.X, 8.X, 9.X
HP UX11.31

1.2 Quickly setup for SPS on Windows

e  Download and unzip the SPS installation package, Double click the “setup” program, install
the SPS

e  The SPS service will be started automatically when the system boots

e Double click the SPS icon in the taskbar, open the SPS interface, Input the NMC IP address to
add the device

e  Select the alarm events from Events list. The alarm events are selected as default:
Ac Fail, Battery Low, Schedule Shutdown, Battery Capacity below Limit, Battery Backup Time
below Limit

e  To check the setting, simulate the system shutdown by SPS according to section 8.5

1.3 Quickly setup for SPS on Linux (Mac OS) with GUI

e  Download and unzip the SPS installation package, Enter the command to install the
SPS: ./SPS.install

e  Go to the installation path “/opt/sps”, Enter the command to start the SPS
manually: ./SPSService
The SPS service will be started automatically when the system boots

e  Enter the command to open the SPS interface in the Linux: ./SPS
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Input the NMC IP address to add the device
e  Enter the command to open the SPS interface in the MacOS: open SPS.app
Input the NMC IP address to add the device
e  Select the alarm events from Events list. The alarm events are selected as default:
Ac Fail, Battery Low, Schedule Shutdown, Battery Capacity below Limit, Battery Backup Time
below Limit
e To check the setting, simulate the system shutdown by SPS according to section 8.5

1.4 Quickly setup for SPS on Linux (Unix) with CUI

e  Download and unzip the SPS installation package, Enter the command to install the
SPS: ./SPS.install

e  Go to the installation path “/opt/sps”, Enter the command to start the SPS
service: ./SPSService
The SPS service will be restarted automatically when the system boots

e  Enter the command: ./SPS -i, input the password, the default password is “admin”, edit
the configuration, find the below line, Input the NMC IP address to add the device:
<Remote name="NMC IP" serv="2993" model=""/>

e  The alarm events are selected as default:
Ac Fail, Battery Low, Schedule Shutdown, Battery Capacity below Limit, Battery Backup Time
below Limit

e  Restart the SPS Service by the command: ./SPS —r

o  To check the setting, simulate the system shutdown by SPS according to section 8.5
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2 Installation and configuration for SPS in the Windows

2.1 Installing the SPS

e  For Windows XP and server 2003 operating system, open the Windows folder, the installing
process can be executed by double click the program icon (“setup.exe” or “setup.msi”) directly.

° For Microsoft Windows Vista, server 2008, server 2012, Windows 7 and 8 operating systems,
it recommends the installing process is executed with the administrator account, please right
click the “setup.exe” and choose “Run as Administrator”.

T4y setup 0.90,/2011 207 PM - Application 336 KB

ﬁ' sefu] Open /2011 207 PM Windows Installer ... 3,815 KB
Y  Run as administrator

Note: The setup.msi is not available for Windows Vista operating system, server 2008, server
2012, Windows 7 and Windows 8 OS.
e  For Windows 2000 operating system, open the Windows-2000 folder, the installing process
can be executed by double click the program icon “setup.exe”.
e  Follow the instruction step by step to finish the installing process.
- By default of 32 bit operating system, SPS installs to “C:\Program Files\System Protect
Software”.
- By default of 64 bit operating system, SPS installs to “C:\Program Files (x86)\System
Protect Software”

2.2 Starting the SPS

SPS service starts automatically when operating system boots as default.
e  There are two methods to start the SPS manually:
- Select Start menu > “All Programs” > “System Protect Software “to start the Tray Icon and

SPS service.

System Protect Software
o1 Start System Protect Service
1 Uninstall System Protect Software

- Select Start menu > Control Panel > Administrative tools > Services, and find the service
“System Protect Service”. Right click it and select “Start” to start the SPS service.
%stllssw Marual Lacal System

%System Event Mokification Tracks syst,,, Starked Aukomatic Local System
5 Starked

rebem Protect Service Automatic Local System

e SPS Icon appears in status area of the task bar after the SPS service start. Double click the
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Icon will start up the SPS interface screen.

L0 e
“‘I._- H S O LT

2.3 Configuring the SPS

e SPS offers authority system. Only the administrator of SPS has full privilege to configure SPS.
General Users have privilege for reading SPS only. The administrator of SPS is able to login by
click “System” > “Act as Administrator” and then enter the password. By default, the password
is “admin”.

Act as Administrator &J

Enter Password

OK H Cancel |

° Enter the IP address of NMC via click “Add” button on SPS interface.

Add ﬂi

IP Address or Host Name: 172.18.139.97

Service or Port: 2993

Device Model:

Cluster: -
OK l ‘ Cancel

.

Note: If the IP address is IPV6, Please add the network id as suffix at the end of IP address (for

example: %4) as the below image.

CAWINDOWS\system32\cmd.exe

Jindows IP Configuration

thernet adapter Local Area Connection:

Connection—specific DHS Suffix

IP Address. . . . - . . . - . - . = 172.18_127.97

Subnet Mask = 255.255.255.09

IP Address. . . . . . - & .« - . . : feBA::3ed?:2hff :febh:belexd

Default Gateway 172181271
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" Add S

IP Address or Host Name: 3:FEF?:1[}[}E5‘-E.41

Service or Port: 2993

Device Model:

Cluster: -

OK ] ‘ Cancel

e  Enter the Cluster name if the computer is protected by the redundant UPS Input.
The NMC UPSs that under the same Cluster will become a group.
For more information, please refer to section 8.4

Add —

IP Address or Host Name: 17218.139.97

Service or Port: 2993

Device Model:

Cluster: group1| -

| [ 0K H Cancel ‘

W

& 1 System Protect Configuration ==

System Log Language

Device List Events

=% groupl ¥ Ac Fail

- 172.18.139.97(2993) Battery Low

[ upPs Overload

"] UPS Over Temperature

[ Weekly Schedule Shutdown
Specific Day Schedule Shutdown

[ »

111

[] EMP Over Temperature
Add | ‘ Remove [ EMP Over Humidity
- i [T EMD rAntart] Alarm =
Modify | ‘ View < | m %

Local Configuration
Alias: LIACNWHP7501365.napa.ad.etn.com

e SPS supply three way for Power: Master, Load segment 1, Load segment 2
Note: The SPS version should be 1.5.0.2 and later
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Add )

IP Address or Host Name: 172.18139.77

Service or Port: 2993
Device Model:

Cluster: groupl -

| Powered By: I Master -
|
[ Load segment 1
0 Load segment 2
If the UPS support Load segment, you can choose LS1 or LS2. The device use LS1 as default.

If the UPS don’t support Load segment, you can use Master.
For example: 172.18.139.82 use master power and 172.18.139.77 use LS1 power.

System Log Language

Device List

172.18.139.82(2993)
- 172.18139.77(2993) L51

Add Remaove

Modify ‘ | View

The device icon in the “Device List” will be abnormal if enter the error IP address.
Click the View button, the Connection Status shows “Not Connected”
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&3

[ System Protect Configuration =)

System Log Language

Device List Events
o 172.18.127.83(2993) [¥] Ac Fail |
- 172.18.127.11(2993) Battery Low
[ UPS Overload =
r s =
View Device and Warning .. ﬁ n 1
tdown
1721812711 -
A] Device Model: P
IP Address; 172.18.127.11 hd
Mof| Host Name: Unknown = | »

| Connection Status: Not Connected |
Shutdown Status: Unknown
UPS Shutdown Delay: Unknown

Note: The connection will fail if the UPS output is off.

System

Synchronously, the Tray Icon in the task widows will be signed with warning.
Move the mouse to the Tray Icon, The detailed information will be prompted.

v, 10:42

I O

e  Select the alarms checkbox in the Event list: When the events occur, the SPS will pop up alarm
dialog or shut down the computer gracefully.
Unselect the alarms checkbox in the Event list: When the events occur, the SPS will not pop
up alarm dialog and will not shut down the computer.

Events

»

[¥] Ac Fail il
Battery Low

7] uPs Overload

[C1UPS Over Temperature

Weekly Schedule Shutdown
Specific Day Schedule Shutdown
[ EMP Over Temperature

[ EMP Over Humidity

[T EMD rantact] Alarm
< | I [ »

11

Supported Alarms:

Alarm Default Setting
Ac Fail checked
Battery Low checked

UPS Overload unchecked
UPS Over Temperature unchecked
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Weekly Schedule Shutdown checked

Specific Day Schedule Shutdown checked

EMP Over Temperature unchecked

EMP Over Humidity unchecked

EMP Contactl Alarm unchecked

EMP Contact2 Alarm unchecked

Battery Capacity Below Limit checked
(The SPS version should be 1.3.0.3 or
later)

Battery Backup Time Below Limit checked
(The SPS version should be 1.3.0.3 or
later)

e Inthe Action option, select Event Warning, Shutdown, or Sleep button.
By the default, “Shutdown” is selected

Action

Event Warning

@ Shutdown
Sleep

Action Definition

Event Warning When the events occur, The SPS will pop up the alarm
dialog, but the system will not be shut down or sleep.

Shutdown When the shutdown condition is met, the system will be
shut down

Sleep When the shutdown condition is met, the system will be
sleep

e Inthe System shutdown options, set the shutdown parameters.
System Shutdown Options
Cancel Shutdown if events Restored in Shutdow
Shutdown Delay: 0 Sec
Run Script Before Shutdown
File Path:

Script Max Execution Time: 60| Sec.

The parameters are defined as following: (For more information, please refer to section 8.3)

Shutdown Parameters Definition

Cancel Shutdown if events | Checkbox is selected: The shutdown (sleep) will be
Restored in Shutdown Delay cancelled during shutdown delay timer counting down if
the events restore to normal.
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Checkbox isn’t selected: The system will be shut down
(sleep) during shutdown delay timer counting down even
if the events restore to normal.

The checkbox isn’t chosen as default.

Shutdown Delay

The system begins to shut down after shutdown delay
time counting down to 0.
The shutdown Delay is 0 s as default.

Run Script Before Shutdown

If the checkbox is selected, the Script will be executed
before the system shutdown (sleep).
By the default, the SPS will not execute the script before

system shutdown.

Script Max Execution Time

The script will be ended when the max execution time is
met.
The script max execution time is 60s as default.

o C(Click “System”-> “about”, check the software version

-

About System Protect Software &J

,:6] System Protect Software
= Version: 1.3.04
Default Password: admin

t

o  Click “Log”-> “Event log”, check the

2.4 Uninstall the SPS

e  Right click the Tray Icon, select Exit.

SPS events log

Select the Exit System Protect Service in the prompted dialog to exit the SPS user interface

and SPS service.

Confirm

X

"] Exit System Protect Software?

I ( [¥] it System Protect Service

If exit service, system would lost protection!

f ‘ OK | ‘ Cancel

Fm

e  Select Start menu > All Programs > System Protect Software > Uninstall System Protect Service,

uninstall the SPS
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2.4 Configuring the Port

The SPS use UDP 3034 as the communication port with NMC as default. Please open the port
according the command as below:

netsh. exe firewall add portopening udp 3034 SPSPort

Note: If the UDP 3034 is captured by the other program, the number of the port value will be
added 1(range from 3034~3083)
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3 Installation and configuration in Linux, MAC OS and

Unix

3.1 Installing the SPS

Operation System

packages

Linux i386 with GUI (Graphics User
Interface Mode)

SPS-GUI-*.* * *-linux-i386.tar.gz
SPS-CUI-*.* * *-linux-i386.tar.gz

The two packages above are supported in GUI
mode

Linux i386 with CUI (Console User
Interface Mode)

SPS-CUI-*.* * *-linux-i386.tar.gz

Linux AMD 64 with GUI(Graphics
Mode)

SPS-GUI-*.** *-|linux-x86_64.tar.gz
SPS-CUI-*.* * *-linux- x86_64.tar.gz

The two packages above are supported in GUI
mode

Linux AMD 64 with CUI (Console
Mode)

SPS- CUI-*.*.* *-linux-x86_64.tar.gz

MAC OS 10.7and later for Intel

SPS-intel-*.*.* *-MACOS.tar.gz

MAC OS 10.6 for Intel

SPS-*.* * *.MACOSX-10.6-intel.tar.gz

MAC OS 10.5 for PPC

SPS-*.* * *-MACOSX-10.5-ppc.tar.gz

Solaris 10 for Intel

SPS-CUI-*.* * *-solaris-intel.tar.gz

Solaris 10 for Sparc

SPS-CUI-*.* * *-solaris-sparc.tar.gz

e  Extract the file, Enter the command:
tar —zxvf SPS*

Note: for the solaris OS, please extract as following:

gunzip SPS*.tar.gz
tar —xvf SPS*.tar

e Installing the file, Enter the command:

./SPS.install
e  Finish the installation, Enter “y”

e By default, the SPS is installed to the path “/opt/sps”
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3.2 Starting the SPS

3.2.1 Linux (MAC 0S) with GUI

SPS service will run automatically in the background when the system boot.

Start or stop the SPS service when the system boots by the following command in table.

/Library/LaunchDaemons/SPSService.
plist

Operatio | Starting the SPS Service when system | Stopping the SPS Service when system
n System | boot boot

RedHat chkconfig --add SPSService chkconfig --del SPSService

SUSE chkconfig --add SPSService chkconfig --del SPSService

Ubuntu sudo update-rc.d SPSService defaults | sudo update-rc.d —f SPSService remove
MAC OS | sudo launchctl load sudo launchctl unload

/Library/LaunchDaemons/SPSService.p
list

Start the SPS service manually ,go to the installation directory, enter the command:

./SPSService

For the Linux , Start the SPS user interface in the installation directory, enter the command:

./SPS

For the MAC OS, Start the SPS user interface in the installation directory, enter the command:

open SPS.APP

The packages in the below table are needed. In generally, the packages will be installed in the

system as default:

Library Name Provided by Package Super Package
gtk-x11-2.0 gtk2

gdk_pixbuf-2.0 gtk2

gthread-2.0 libgthread-2_0-0 glib2
glib-2.0 glib2 glib2
gmodule-2.0 libgmodule glib2
gobject-2.0 libgobject-2_0-0 glib2
atk-1.0 atk/libatk

pango-1.0 pango

freetype freetype2

fontconf fontconfig

Xrender xorg-x11-libXrender xorg-x11
x11 xorg-x11-libX11 xorg-x11
Xext xorg-x11-libX11 xorg-x11
pngl2 libpng12-0

z zlib
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3.2.2 Linux (Unix) with CUI

Note: The GUI mode of SPS for Unix OS is not supported. Please use the CUl mode of SPS for Unix.
e  Start the SPS service in the installation directory, enter the command:

.J/SPS —s

Restart the SPS service if necessary, Enter the command: ./SPS -r

SPS service starts automatically at system boot as default.

e  The SPS user interface is unavailable in the Linux with CUI,

parameters in the below table:

refer to the SPS command

Parameter | Function Comment
-h Print all the parameters and functions
-v Show the software version
and copyright
-S Start SPS service automatically at Take effect at next boot
system boot
-X Stop SPS service at system boot Take effect at next boot
-s Start SPS service Take effect immediately
-X Exit SPS service Take effect immediately
-r Restart SPS service Take effect immediately
-l List all the device and status
-p Check the shutdown parameters
-i Modify the configuration parameters Enter the password, edit the
configuration by the vi tool
-C Modify the password Enter the old password, then
input the new password

3.3 Configuring the SPS

3.3.1 Linux (MAC 0S) with GUI

Refer to the SPS configuration in Windows (section 2.3)

Note: Please add the network id as suffix at the end of IPV6 address (for example: %eth0) as the

below image if the IP address is IPV6.
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root@pcl: ~ —|[O]x
File Edit View Temminal Help

connect: Invalid argument -~
root@pcl:~# ping FE8O::220:85FF:FEF7:1373
ping: unknown host FE8@::220:85FF:FEF7:1373
root@pcl:~# ifconfig

B Link encap:Ethernet HWaddr 00:19:21:bb:fd:42
w inet addr:172.18.139.68 Bcast:172.18.139.255 Mask:255.255.255.0
inetf addr: feB@::219:21ff:febb:fd42/64 Scope:Link |
UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1
RX packets:249695 errors:0 dropped:@ overruns:0@ frame:@
TX packets:127784 errors:0 dropped:® overruns:@ carrier:@
collisions:@ txgqueuelen:1000
RX bytes:17467825 (17.4 MB) TX bytes:125197970 (125.1 MB)
Interrupt:21 Base address:@xaB@e

lo Link encap:Local Loopback
inet addr:127.8.0.1 Mask:255.0.0.8
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:4 errors:0@ dropped:0@ overruns:@ frame:0
TX packets:4 errors:0 dropped:@ overruns:® carrier:0
collisions:@ txgqueuelen:@
RX bytes:240 (240.0 B) TX bytes:240 (240.0 B)

root@pcl:~#
System Protect Configuration [=][m][x]
System Log Language
Device List Events
M Ac Fail -
Battery Low
[} UPS Overload

[ UPS Over Temperature
Weekly Schedule Shutdown
Specific Day Schedule Shutdown

| Add |

 Modify | IP Address or Host Name: [1373%eth(| .
Local Configura Service or Port: 2993

Alias: |pc1 Device Model: | ‘ ‘ Default
System Shutdo|  Cluster:

["| cancel Shul

Shutdown Del3 | Cancel | | OK | Warning

3.3.2 Linux (Unix) with CUI

Note: The GUI mode of SPS for Unix OS is not supported. Please use the CUI mode of SPS for Unix.
e  Enter the command: ./SPS—i.
Input the password, the password is admin as default. Open the configuration by “vi” tool.

e  Modify the parameters configuration, save and exit.
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3.3.2.1 Add one device, or set the Redundant UPS Input if the computer is protected by

multi-devices.

Note. The SPS version should be 1.5.0.2 or later for Load segment function.

>

Add one device. Add the NMC IP address in the “name” parameter. (e.g the NMC IP
address is 172.18.139.60). If the UPS support Load segment, set the “powerby”
parameter as LS1 or LS2. If the UPS don’t support Load segment, set the “powerby”
parameter as Master.
Format as below:
<RemotelList>

<Remote name="172.18.139.60" serv="2993" model="" powerby="LS1"/>
</RemotelList>

Or you can use the following format also:
<RemotelList>
<Remote name="172.18.139.60" serv="2993" model="" powerby="LS1"/>
<Cluster name="">
<Remote name="" serv="2993" model=""/>
</Cluster>
</RemotelList>

<?xml version="1.0" encoding="UTF-8"7>
<SPS xmlns:¥si="http://waw.w3.0rg/2001/XMLSchema-instance"
¥si:noNamespaceSchemalLocation="ProtectSW.xsd"=>

<Remotelist>
<Remote "'1?2.18.139.6'31” serv="2993" model="" [powerby'LS1|'/>
<Cluster name=""=>

<Remote name= serv="2993" model=
=/Cluster>
</RemotelList>
<AcFail=l</AcFail>
<BatteryLow=1</BatteryLow=>
<0Overload=0</0verload=
<QverTp=0</0verTp>
<EMPTp=0</EMPTp=>
<EMPHUm=>E</EMPHUm>
<EMPCt1=0</EMPCt 1>
<EMPCtZ>0</EMPCt 2>
<WSS>1</WSS=
<555>1</555=>
<Capacity=1l</Capacity>
<RemainTime>1l</RemainTime>
</ S1>1</LS1>
<[ 52>1</LSZ2=

powerby="Master"/=>

[n4, Colb7 [INS

Add redundant devices in groups, system will be shutdown whenever any of the group
met the shutdown condition.

If the UPS support Load segment, set the “powerby” parameter as LS1 or LS2. If the UPS
don’t support Load segment, set the “powerby” parameter as Master.

For example:

The IP address of NMCis 172.18.127.65 and 172.18.127.66 in groupl

The IP address of NMC is 172.18.127.73 and 172.18.127.74 in group2
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Format as below:
<RemotelList>
<Cluster name="group1">
<Remote name="172.18.127.65" serv="2993" model="" powerby="Master" />
<Remote name="172.18.127.66" serv="2993" model="" powerby="Master" />
</Cluster>
<Cluster name="group2">
<Remote name="172.18.127.73" serv="2993" model="" powerby="Master" />
<Remote name="172.18.127.74" serv="2993" model="" powerby="Master" />
</Cluster>
</RemotelList>

Note: Please add the network id as suffix at the end of IPV6 address (for example: %eth0)
if the communication mode is IPV6. Refer to the section “3.3.1 Linux (MAC OS) with GUI”.

3.3.2.2 Set the alarm attribute

Enable the alarm, set the value to 1. The SPS will pop up alarm in the console and protect
the system to shut down gracefully.

Disable the alarm, set the value to 0. The SPS will not pop up alarm and will not shut down
the system.

The default setting as below:

<AcFail>1</AcFail>

<BatteryLow>1</BatteryLow>

<Overload>0</Overload>

<OverTp>0</OverTp>

<EMPTp>0</EMPTp>

<EMPHum>0</EMPHum>

<EMPCt1>0</EMPCt1>

<EMPCt2>0</EMPCt2>

<WSS>1</WSS>

<SS5>1</SSS>

<Capacity>1</Capacity>

<RemainTime>1</RemainTime>
Event parameters Alarm
<AcFail> Ac Fail
<BatteryLow> Battery Low
<Overload> UPS Overload
<OverTp> UPS Over Temperature
<WSS> Weekly Schedule Shutdown
<SSS> Specific Day Schedule Shutdown
<EMPTp> EMP Over Temperature
<EMPHum> EMP Over Humidity
<EMPCt1> EMP Contactl Alarm
<EMPCt2> EMP Contact2 Alarm
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<Capacity> Battery Capacity Below Limit
(The SPS version should be 1.3.0.3 or

later)

<RemainTime> Battery Backup Time Below Limit
(The SPS version should be 1.3.0.3 or

later)

3.3.2.3 Set the shutdown parameters
<Cancellf>0</Cancellf>
<ShutDelay>0</ShutDelay>
<EnableScript>0</EnableScript>
<Script></Script>
<MaxScriptTime>60</MaxScriptTime>

For more information, please refer to section 8.3

Shutdown Parameters Definition

Cancel Shutdown if events Restored | If the value is 0, the system will be shut down
in Shutdown Delay (sleep) in shutdown delay even if the events
<Cancellf>0</Cancellf> restore.

If the value is 1, the shutdown (sleep) will be
cancelled in system delay if the events restore.

Shutdown Delay The system begins to shut down after shutdown
<ShutDelay>0</ShutDelay> delay time counting down to 0

The shutdown Delay is 0 s as default.
Enable or disable the Script If the value is 1, enable to run the script
<EnableScript>0</EnableScript> If the value is 0, disable to run the script
Run Script Before Shutdown Enter the path of the script; the script will be
<Script></Script> executed before the system shutdown (sleep).

By the default, the SPS will not run the script
before system shutdown.

For example:
<Script>/opt/sps/shutdown.sh</Script>

Script Max Execution Time The script will be ended when the max execution
<MaxScriptTime>60</MaxScriptTime> | time is met.
The script max execution time is 60s as default

3.3.2.4 Set the actions
<Action>1</Action>

Note: The system should have hibernation function if the action is set to 2.

Action Definition

Event Warning When the events occur, The SPS will pop up the alarm
(The action value is set to 0) dialog, but the system will not be shut down or sleep.
Shutdown When the shutdown condition is met, the system will be
(The action value is set to 1) shut down

Sleep When the shutdown condition is met, the system will be
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| (The action value is set to 2) ‘ sleep

e  Restart the SPS service after configuration end, Enter the command:
.JSPS —r

e  View the device status by the command:
.JSPS -l
For example: The device status for 172.18.127.65 as below image.

[ root@PCo01 =pe]7 . /SFS -1
172.15.127.65[ groupl |

Device Mode: CIK

I[F Address: 172.18.127.65
Host Name: Unknown
Connection Status: Connected
Shutdown Status: Normal

UFS Shutdown Delay: Zs

e  View the shutdown configuration by the command:
./SPS —p
For example, the shutdown configuration as below image:
[rootaPC0o01 sps]3 . /SPS —p
Event Accepted:
Az Fail: enable
Battery Low: enahle
UFS Overload: enable
[F5 (wer Temperature: enable
Weekly Schedule Shutdown: enable
Specific Day Schedule Shutdown: enable
EMF (ver Temperature: enable
EMF Over Humidity: enable
EMF Contactl Alarm: enable
EMF ContactZ Alarm: enable

[gnore restore event in shutdown delay: enable
Shutdown delay: Os

Fun =script before shutdown: disahle
e  Modify the password, enter the command:./SPS —c

3.3.2.5 Check the log
Go to the SPS installation path “/opt/sps”. Check the document “ProtectSW.txt”

3.4 Uninstall the SPS

e  Exit the SPS user interface, Select the Exit System Protect Service in the prompted dialog to
exit the SPS service.
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Canfirm : lﬁ

Exit System Protect Software?

| { [VIixit System Protect Service!

If exit service, system would lost protection!

0K ‘ | Cancel

[
b

For the Linux with CUI, exit the SPS service, run the command: ./SPS —x

e Uninstall the SPS, enter the command in the directory where the installation package
extracted:
./SPS.remove

3.5 Configuring the Port

e  The SPS use UDP 3034 as the communication port with NMC by default.
Note: If the UDP 3034 is captured by the other program, the number of the port will be added
1(range from 3034~3083)

e  Open the UDP port by the following command:
iptables -1 INPUT -p udp --dport 3034 -j ACCEPT
iptables -1 OUTPUT -p udp --dport 3034 -j ACCEPT
/etc/rc.d/init.d/iptables save
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4 Installation and configuration for SPS in the Hyper-V Server

4.1 Hyper-V configuration

e  Start Hyper-V Manager in the client
For example: there are two virtual machines, Windows server 2003 and 2008.
Select the VM. Click Setting ->“Automatic Stop Action Save”, there are three methods.
Save the virtual machine state:
Turn off the virtual machine:
Shut down the guest operating system:

E £ Hyper-V Manager =181 x|
gj File Action View Window Help ‘;Iilﬂ
]
=5 Hyper-V Manager I Actions
54 WIN-TS0GOFSK37B Virtual Machines e LB
- [ State | CPU Usage I Memory I Uptime | Status
E Server 2003 Running 0% 512 MB 01:26:50 Hew
= server 2008 Running 0% 512MB 01:26:4% [ Import Virtual Machin...
= 7 Hyper-t setongs...
IServer 2003 j @ Cu T virtual Network Mana...
¥ _Hardware Q Automatic Stop Action @ Ediit Disk...
2 ';a::?n:me"t | What do you want this virtual machine to do when the physical computer shuts down? & npectOisk..
" Server 2003 ' save the virtual machine state (®) stop service
] Intmoraton services € Tum off the virtual machine 7< Remove Server
&7 Snapshot File Location {~ Shut down the guest operating system ) Refresh
C:\programData‘Microsaftiwindo. .. The integration service that controls shutting down the guest operating system @ View »
_Q) Automatic Start Action must be installed and enabled on the virtual machine. )
Restart if previously New Window from Here
Help
=i Connect...
@ Turn Off...
@ shutDown...
@ Save
Il Pause
Ib Reset
Sl Snapshot
“) Revert..
Eﬁ Rename... —
I I e =l
\ |

A DG o ™

,—_ =
ool B & T

o If the third method is selected, install the “Integration Service” in the Action menu
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E = Hyper-V Manager

===

=3 File  Action View

Window  Help

| =L

L A=

Flle | Action Media Clipboard View Help

@3 Ctrl+Alt+Delete

Ctri+Alk+End |

Turn Off...
Shut Down...
Save

Pause
Reset...

Snapshot..
Revert..

Insert Integration Se

Ctrl+1

.
Micresoft ' "

Windows Server 2003

for Small Business Server

Status: Running

=

®

=5 Hyper-V Manager | Actions
& WIN-TSOGOFSK378 Virtual Machines N -
Name = | State | CPU Usage Memory | Uptime | Status -
5 Server2003 Running 0% 512 MB 01:27:59 New
;J server 2008 Running 0% 512MB 01:28:00 [ Import Virtual Machin...
Simf| | |2 e vsetmos..

wu Virtual Network Mana...
74 EditDisk...
LEIM Inspect Disk...
E\ Stop Service
7% Remove Server
(4 Refresh
View
New Window from Here

E Help

003
=i Connect...
;’_ Settings...
'E‘ Turn Off...
@ shutDown...
@ Save
Il Pause
[» Reset
S Snapshot

Revert...

=] Rename...

I Helo

il

[
m

wp &5

L 7start

4.2 Installing and configuring the SPS

2:50 PM

A B RS papan

Copy the installation file “setup.exe” to Hyper-V server 2008, enter the path where the

installation file

Install the SPS, enter the command: setup.exe.

exists

By the default, the SPS file is installed to the directory C:\Program Files\System Protect

Software for the 32 bit windows. And it is installed to the directory C:\Program

Files(x86)\System Protect Software for the 64 bit windows.
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% 172.18.127.34 - Remote Desktop

al and Language Options
nd Time

to Command Line

Windows', system32% cmd.epa
<DIR> i@ System Protect Software

ARLEPER  Welcome to the System Protect Software Setup
Wizard

[ Administrator:

p1.-19-2088 ©1:31 AM
@ File(s>
4 Dirds?

nProgram Files (x86>>e:

:nJjones—newsWindows > 1s
1s* is not recognized as an intew
pperable program or hatch file.

The inztaller will guide you through the steps required to install System Pratect Software an pour
COmnpLker.

=sJjones—newsWindows >dir

Uolume in drive E iz KINGETON

Uolume Serial Mumber iz CC42-7BA4

Directory of E:“jones—newsWindouws

112220011 B3:55 PM {DIR>
@3:55 PM <DIR>
12:85 PM 344
i1-22-26011 12:85 PM 3.987
2 File(s>» 4,25
2 Dirds> 2.546.99 WARMIMG: This computer program iz protected by copyright law and international reaties.
Unauthonzed duplication or distnbution of this program, or any portion of it, may result in severe civil

inJjones—newsWindows >setu ! - ; . .
J P or criminal penalties, and will be prozecuted to the maximum extent poszible under the |aw.

nJonez—newsWindowsFsetup

Jjones—newsWindows >setup

:njones—newsWindows >

Cancel |

e  Enter to the installation path: cd C:\Program Files(x86)\System Protect Software
Start SPS service and user Interface by the command: StartSPSService.exe
Add the NMC IP address in the SPS interface

Administrator: C\Windows\system32\cmd.exe
Directory of C:wProgram Files (x86>
4 81:46 AN <DIR>
8 System Protect Configuration

System Log Language

Device List Events

et Softuare
JEEY Ac Fail
Domain/Woy
Computer Battery Low

Add Local
Conf igure

Windows U
Dounlead 4
Remote Deg

Add Remove

Log Off |

Restart § e

Medify

Shut Down

14> Exit to (

Lecal Configuration

[CTUPs Overload

[C]UPS Over Temperature
Weekly Schedule Shutdown
Specific Day Schedule Shutdo
1 EMP Over Temperature
[_]1EMP Over Humidity

[C1EMP Contact1 Alarm

[ TEMP Contact2 Alarm

View Device and Warning

172.18.139.60

Device Model:

IP Address: 172.18.139.60
Host Mame: Unknown

Connection Status: Connected I

ifdown Status: Morma
UPS Shutdown Delay: 1205

IO Alias: |qit

System Shutdown Options

[] Cancel Shutdown if events Restored in Shutdown Delay

Shutdown Delay:
"] Run Script Before Shutdown
File Path:

Script Max Execution Time:

Action

ljl Sec.

) Event Warning

tSPSService

® Shutdown

O Sleep

Sec.

Cancel Apply
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e Refer to the chapter 2.3 to finish the SPS configuration.
The SPS Service will be started automatically when the system boots
If the parameters need to be set, open the SPS interface by the command: SPS.exe

4.3 Uninstall the SPS

. Close the SPS user interface.

9P Exit Swstem Protect Software?
-
\\f} { [¥IE3it System Protect Service!

If exit service, system would lost prokection!

[ Ok ] [ Cancel

e  Enter to the directory where the installation package existed. Enter the command: setup.exe:

?§ System Protect Software

Welcome to the System Protect Software Setup
Wizard

Select whether you want to repair or remaove System Protect Software.

" Repair System Protect Software

& Hemove System Protect Software

Finish

)
v

Cancel
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5 Installation and configuration for SPS in the Citrix XenServer

SPSisinstalled on the XenServer host. When the shutdown condition is met, the SPS will notify

the XenServer host to shutdown.
The VMs will be shut down automatically before the host shut down. (This action takes effect

as default by the XenServer)

Virtual/ Virtual/ Virtual/
Guest 051 Guest 052 Guest 0Sn
(Windows) (Linux) (Solaris)
Applications, Applications, Applications,
Services, etc. Senvices, eic. Sewvices, et

! ! !

XenServer host -

En

l
__
]

!

5.1 Citrix XenServer Configuration

5.1.1 Installing XenServer tools for each Virtual Machine

e Open the XenServer Client, Choose the VMs, Right click VMs, Click “Install XenServer Tools”
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° XenCenter =

File View Pool Server VM Storage Templates Tools Window Help

e Back - Forward ~ @}. Add New Server New Pool T New Storage 18 New vm (@) shut Down &3 Reboot U Suspend V No Syst
Views: [Servﬂr View '] B Windows Server 2008 (64-bit) on 'xenserver6’ Logged in as: Local |
Search... o General | Memory | Storage | Networking | Console | Performance | Snapshots | Logs

b XenCenter

| xenservert
L= Windows Server 2008 (64-bif
1 DVD drives

£ Local storage

& Removable storage

oking for guest ¢

Recyd Citrix XenServer Tools Installer

Installing Citrix XenServer Tools

Divers : Instaling
Vss Provider : Instaling
Guest Agert : Instaling

Lostart| | Mm@ | € csoenserver Took In...

e The XenServer Tools is installed as below image:

' ° XenCenter \EI @

File View Pool Server VM Storage Templates Tools Window Help

e Back - Forward ~ @ Add New Server New Pool T New Storage E New VM @ Shut Down @ Reboot 0 Suspend v No System Alerts
Views: IServer View 'I @ Windows Server 2008 (64-bit) on 'xenserver6' Logged in as: Local root account

Sear:

L General [M B N king | Consale | Perf Snapshots | L

VM General Prope

b XenCenter

| [ xenservers
B
3 DVD drives

Local storage

5 Removable storage

Expand all Collapse all

General

Name: Windows Server 2008 (64-bit)
Descripti

Tags: <None>

Folder: <None>

Operating System: Windows Server® 2008 Standard

BIOS strings. No
copied:

Virtualization state: ~ Optimized (version 6.2 installed)

Time since startup: 3 minutes

uuID: e9d71cab-8885-a2c4-c975-048140c2bcfa

Boot Options
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5.1.2 Open XenServer host ports

e  The SPS use UDP 3034 as the communication port with NMC as default.
Note: If the UDP 3034 is captured by the other program, the value of the port will be added
1(range from 3034~3083)

e  Open the XenServer Client, click the host console, Open the UDP port by the following
command:
iptables -1 INPUT -p udp --dport 3034 -j ACCEPT
iptables -1 OUTPUT -p udp --dport 3034 -j ACCEPT
[etc/rc.d/init.d/iptables save

5.2 Installing and Configuring for SPS

5.2.1 Installing SPS

e Upload the installation file “SPS-CUI-*.*.* *-linux-i386.tar.gz” to the XenServer host using
WinSCP tools

e Unzip the installation file and install the SPS by the command
tar —zxvf SPS-CUI-*.*.* *-linux-i386.tar.gz

e Install the SPS by the command:
./SPS.install

5.2.2 Configuring SPS

e  Enter the /opt/sps directory, start the SPS service by the command: ./SPSService
e Open the configuration document by the command: ./SPS —i
Input the password: admin
Add the NMC IP address, for example the NMC IP is “172.18.139.102”
<RemotelList>
<Remote name="172.18.139.102" serv="2993" model=""/>
</RemotelList>
e  Please refer to chapter 3 (Linux with CUI) for more information about shutdown parameter
setting
e  Restart the SPS Service by the command: ./SPS —r
e Check the NMC is connected or not by the command:
.JSPS -l
The NMC will be connected as below:
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9 XenCenter
File View Pool Server VM Storage Templates Tools Window Help
o Back - rd E}; Add New Server f-ﬂ New Pool T51 New Storage [EI New VM @ Shut Down @ Reboot Suspend

Views: | Server View - © xenserveré

L Search | General | Memory | Storage | Networking | NICs Console | Performance | Users | Logs
=) €3 XenCenter
= B xenserverb server console
I® Windows Server 2008 (¢
& DVD drives

&3 Local storage
& Removable storage

<EMPHun>® < EMPHum>
<EMPCt1>0</EMPCt1>
<EMPCtZ>0</EMPCt2>
<US8>1</WSS>
<888>1<,58S8>

<Capacity>1</Capacity>
<RemainTime>1</RemainTime>
<Alias>xenserverb</Alias>
<Cancellf>0< Cancellf>
<ShutDelay>0<-ShutDelay>
<EnableScript>0<-/EnableScript>
<Script></Script>

"ProtectSW.conf" 31L, B55C written
[root@xenserverb spsli ./SPS -1
172.18.139.162

evice Mode:

IP Address: 172.18.139.102
Inst_Name: lnkaoun

Comnection Status: Connected
shutdoun Status® Hormal

IPS Shutdown Delay: 150s

[rootBxenserverb sps i

e The alarm will pop up when the AC fail as below image

[@ xenserveré

Search | General | Memory | Storage | Networking | NICs Console | Performance | Users | Logs

[E=H =N

V No System Ale

Logged in as: Local root accot

Logged in as: Local root accoun

Xenserveréb server console

Broadcast message from root (Med Apr 16 17:46:07 2014):

epswal lmsgTJOPAlwall System Protect Software Message: Topic: Event Warning When:
2014-04-16 17:46:07 Who: 172.18.139.102 What: Utility pouwer is not available

Broadcast message from root (Wed Apr 16 17:46:17 Z014):
lspswal InsgZ¥YNAhu

Broadcast message from root (Wed Apr 16 17:46:17 Z2014):

spswal lmsgZ¥NAhuwall System Protect Softuare Message: Topic: Event Warning When:
2014-04-16 17:46:17 Who: 172.18.139.10Z What: Utility power is not available

Broadcast message from root (Ued Apr 16 17:46:27 2014):

l=pswal InsgxGyUNk

Broadcast message from root (Wed Apr 16 17:46:27 2014):

iepswal ImsyxGyUNkwall System Protect Software Message: Topic: Event Warning When:
2014-04-16 17:46:27 Who: 172.18.139.102 What: Utility pouwer is not available
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6 Shutdown Operation

6.1 Shutdown flow chart

NMCe o SPS-clients
Shutdown/alarm-
Ve notification«
Pop-up+
Shutdown-
Prompted«
command« .
Shute dialog~
Downe
A
UPSe Systeme

6.2 Shutdown setting (NMC Webpage Side)

6.2.1 Shutdown actions setting

e  Open the NMC website, select UPS Management ->UPS shutdown, and check the Actions

setting.

UPS Management » UPS Shutdown

Event

AC Failed

Battery Low

UPS Owverload

UPS Over Temperature

There are four definers for Actions:

Actions

Disable -

Disable
Warning
Client Shutdown

Client&UPS Shutdown

Action Definition

Disable The NMC will not send the alarm and shutdown
notification to the SPS client, when the events occur.

Warning The NMC will send the alarm notification to the SPS client,
when the events occur.
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Client Shutdown The NMC will send the alarm and shutdown notification to
the SPS client, when the events occur.
Client &UPS Shutdown The NMC will send the alarm and shutdown notification to

the SPS client when the events occur. Besides, the NMC

will send the shutdown command to the UPS.

Note: Please select the action to “Client Shutdown” or “Client &UPS Shutdown”, so that the

SPS client can be shut down gracefully by the NMC.

6.2.2 Warning Period and Warning Interval Setting

e  Openthe NMC website, select UPS Management ->UPS shutdown. Check the “Warning Period
“setting and “Warning Interval”.

UPS Management » UPS Shutdown help
Event Actions Warning Period Warning Interval
(Sec) (Sec)
AC Failed Client&UPS Shutdown ~ ||30\ | | [[10 |
For example:

The Warning Period is set to 30S and the Warning Interval is set to 10S.
The NMC will send the “AC fail” notification to the SPS client every 10 seconds and will last
about 30 seconds. The NMC will notify the SPS client to shut down after AC failing for 30S.

6.2.3 UPS Shutdown Delay Setting

e  Open the NMC website, select UPS Management ->UPS shutdown. Check the UPS Shutdown
Delay setting.

UPS Management » UPS Shutdown help
Event Actions :'Vsaer:]ing Period :'Vsaer:]ing Interval
AC Failed Client&UPS Shutdown |  [900 | [30 |
Battery Low Client&UPS Shutdown ~ [0 | [30 |
UPS Overload Client&UPS Shutdown ~ 900 | [30 |
UPS Over Temperature Client&UPS Shutdown ~ 900 | [30 |
Weekly Schedule Client Shutdown + [e00 | [30 |
Specific Day Client&UPS Shutdown ~  [900 | [30 |
EMP Temperature Threshold Client Shutdown A |900 | |30 |
EMP Humidity Threshold Client Shutdown +  [e00 | [30 |
EMP Alarm-1 Client Shutdown ~  [o00 | [30 |
EMP Alarm-2 Client Shutdown ~  [o00 | [30 |
Below Battery Capacity Setting Client&UPS Shutdown ~ |900 | |30 |

Cancel UPS Shutdown if events Restored in Shutdown Delay ,F‘
UPS Shutdown Delay(Sec) | [120 | |

The UPS will be shut down after the “Warning Period” plus “UPS Shutdown Delay”, if the
action is “Client &UPS Shutdown”.
By the default, the UPS shutdown delay timer is 120 seconds.
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For example:
AC failed Event, the “Warning Period” is 900S and the “UPS Shutdown Delay” is 120S
The UPS will be shut down after AC failing for 1020S (900S+120S).

e  Make sure the time for NMC “UPS Shutdown Delay” should be longer than the timer for SPS
client “Shutdown delay” plus SPS “Script MAX Execution time”, or else the warning dialog will
pop up that the time is unreasonable in SPS client.

For example:

The SPS Shutdown delay timer is 90 seconds and the Script Max Execution Time is 60 seconds.
The total time value is 150seconds (90S+60S) in SPS client.

But the UPS shutdown Delay time is 120 seconds in NMC webpage side. The UPS shutdown
Delay time 120s is shorter than the 150 seconds, so the alarm dialog will pop up that the time
is unreasonable.

Local Configuration

Alias: LACNWHP7501365.napa.ad.etn.com

System Shutdown Options

|| Cancel Shutdown if events Restored in Shutdow ~ Action

Shutdown Delay: 90 Sec () Event Warning
Run Script Before Shutdown ]
l - 1@ Shutdown
| File Path: EAtestbat ] _
| () Sleep
Script Max Execution Time: 60 Sec
0K ] ‘ Cancel | ‘ Apply
=1 =

ystem Protect Software .

i Topic: Unreasonable Time
When: 2014-09-29 14:50:47
Who: 1721813973
What: The UPS shutdown delay (120)s isn't greater than the setting time (150)s

[] Don't show this message again

OK(7s)
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6.2.4 Cancel UPS Shutdown if events restored in Shutdown

Delay

Open the NMC website, select UPS Management ->UPS shutdown, enable/disable the checkbox
for “Cancel UPS shutdown if events restored in Shutdown Delay”.

UPS Management » UPS Shutdown help
Event Actions :'Vsaer:]ing Period :{‘u;aer:]ing Interval
AC Failed Client&UPS Shutdown |L| [900 | [30 |
Battery Low Client&UPS Shutdown ~ [0 | [30 |
UPS Overload Client&UPS Shutdown ~  [900 | [30 |
UPS Over Temperature Client&UPS Shutdown ~  [900 | [30 |
Weekly Schedule Client Shutdown ~ |00 | [30 \
Specific Day Client&UPS Shutdown ~ (900 | [30 |
EMP Temperature Threshold Client Shutdown - |QOD | ‘30 ‘
EMP Hurmidity Threshold Client Shutdown ~  [900 | [30 \
EMP Alarm-1 Client Shutdown ~  [900 | 30 |
EMP Alarm-2 Client Shutdown ~ [900 | [30 |
Below Battery Capacity Setting Client&UPS Shutdown ~  [900 | [30 |

Cancel UPS Shutdown if events Restored in Shutdown Delay  |[ |
UPS Shutdown Delay(Sec) | [120 |

e  Select the checkbox:
If the events restore after the events occur for “Warning Period” time, the NMC will cancel
the UPS shutdown command and cancel the SPS client shutdown notification

e Unselect the checkbox:
Even If the events restore after the events occur for “Warning Period” time, the NMC still send
the shutdown notification to the UPS and SPS client if the event restored during the “UPS
Shutdown Delay” timer.

e  Forexample:
AC failed Event, the “Warning Period” is 900S and the “UPS Shutdown Delay” is 1208, select
“Cancel UPS shutdown if events restored in Shutdown Delay” checkbox.
After AC failing for 900S, then the AC restore, the NMC will cancel the UPS shutdown
command and cancel the SPS client shutdown notification

6.3 Shutdown order

6.3.1 Shutdown continue if events restored

For example:

e  NMC webpage side:
Set the action to “Client &UPS Shutdown”, set the “warning period” to 30s, set the “UPS
Shutdown Delay” to 120s. Unselect the “Cancel UPS shutdown if event restored” checkbox.
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SPS client side:

UPS Management » UPS Shutdown help
Event Actions Warning Period Warning Interval
{Sec) {Sec)
AC Failed Client&UPS Shutdown v | [30 | |10 |
Battery Low Clisnt&UPS Shutdown ~ | [30 | [10 |
UPS Overload Client&UPS Shutdown ~ | | [30 | [10 |
UP S Over Temperature Client&UPS Shutdown v |3[] | |1[] |
Weekly Schedule Client&UPS Shutdown ~|  [30 | [0 |
Specific Day Client&UPS Shutdown v |30 | |10 |
EMP Temperature Threshold Client&UPS Shutdown v |3[] | |1U |
EMP Humidity Threshold Client&UPS Shutdown + |30 | |1U |
EMP Alarm-1 Client&UPS Shutdown v | [30 | |10 |
EMP Alarm-2 Client&UPS Shutdown v | [30 | |10 |
Cancel UPS Shutdown if events Restored in Shutdown Delay | [T |
UPS Shutdown Delay(Sec) | [120] |

Set the Shutdown Delay to 60s, set “Script Max Execution Time” to 40s, unselect “Cancel

Shutdown if events restored in Shutdown Delay” checkbox.

Local Configuration

Alias: LACNWHP7501365.napa.ad.etn.com
|

System Shutdown Options

|
["] Cancel Shutdown if events Restored in Shutdow | Action
| |
Shutdown Delay: 60 Sec () Event Warning
Run Script Before Shutdown _
| l - 1@ Shutdown
File Path: E\testbat z] _
() Sleep
Script Max Execution Time: 40 Sec.
| |
[ 0K } ‘ Cancel | ‘ Apply

Shutdown order:

1. When AC fails, the NMC send the warning to SPS client. SPS will pop up warning dialog,

this process will last 30S.

2. After AC failing for 30S, the SPS client and UPS begin to shutdown count down. After SPS

client counting down for 60S, SPS begins to execute the shutdown script

Note: Even if the AC restore during the shutdown counting down, the SPS client still

continue to shut down.

3. After executing the shutdown script for 40S, SPS client begins to shut down.

4. After UPS counting down for 120S, the UPS begins to shut down

Note: Even if the AC restore during the UPS counting down, the UPS still continue to shut

down
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5. The system and UPS will cancel shutdown if the AC restore before AC failing for 30S.

6.3.2 Shutdown discontinue if events restored

For example:

e  NMC webpage side:
Set the action to Client & UPS Shutdown, set the warning period to 30s, set the UPS shutdown
Delay to 120s. Select the Cancel UPS shutdown if event restored checkbox.

UPS Management » UPS Shutdown help
Event Actions Warning Period Warning Interval
(5ec) {Sec)

AC Failed Client&UPS Shutdown ¥ | [30 | | |10 |
Battery Low Client&UJPS Shutdown » |3[] | |1U |
UPS Overload Client&UPS Shutdown + | [30 | [0 |
UP 3 Over Temperature Client&UPS Shutdown v |3[] | |1[] |
Weekly Schedule Client&UPS Shutdown + |3[] | |1U |
Specific Day Client&UPS Shutdown + |3[] | |10 |
EMP Temperature Threshold Client&UPS Shutdown v |3[] | |1U |
EMP Humidity Threshold Client&UPS Shutdown |3[] | |1[] |
EMP Alarm-1 Client&UPS Shutdown + | [30 | [0 |
EMP Alarm-2 Client&UPS Shutdown ¥ | [30 | | |10 |

Cancel UPS Shutdown if events Restored in Shutdown Delay | |W |
UPS Shutdown Delay(Sec)  [120 |

e SPSclient side:
Set the Shutdown Delay to 60s, set Script Max Execution Time to 40s.
Select Cancel Shutdown if events restored in Shutdown Delay.

Local Configuration

! Alias: LACNWHP7501365.napa.ad.etn.com

System Shutdown Options

Cancel Shutdown if events Restored in Shutdow JAction

N N
Shutdown Delay: 60 Sec () Event Warning
Run Script Before Shutdown _
l - 1@ Shutdown
| FilePath: Eitestbaf =] ] J
() Sleep
|| Script Max Execution Time: 40 Sec.
| |
[ 0K } ‘ Cancel | ‘ Apply

e  Shutdown order:
1. When AC fails, the NMC send the warning to SPS client. SPS client will pop up warning
dialog, this process will last 30S.
2. After AC failing for 30S, the UPS and SPS client begin to shutdown count down. After SPS
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client counting down for 60S, SPS begins to execute the shutdown script
Note: If the AC restore during the SPS client shutdown counting down, the system cancel
to shut down.
3. After executing the shutdown script for 40S, SPS client begins to shut down.
4. After UPS counting down for 120S, the UPS begins to shut down
Note: If the AC restore during the UPS counting down, the UPS will cancel to shut down
5. The SPS client and UPS will cancel shutdown if the AC restore before AC failing for 30S.

6.4 Redundant UPS Input shutdown

e  For a computer powered by more than one NMC UPS, we can add them into a cluster.
The system will start to shut down when the shutdown conditions are all met for the devices
under the groupl.
Enter the IP address of NMC via click “Add” button on the screen of SPS.
Enter a Cluster name, for example, group1.
Add the two NMC IP address, and enter the same Cluster name.

Add — X

IP Address or Host Name: 17218.139.97

Service or Port: 2993

Device Model:

Cluster: groupl -
| OK l ‘ Cancel

Add -

IP Address or Host Name: 172.18139.73

Service or Port: 2993

Device Model:

Cluster: -

oK H Cancel |

The NMC UPSs that under the same Cluster will become the same group
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& 1 System Protect Configuration

System Log Language

Device List

=-#] groupl

£ 17218.139.97(2993)
oY 172.18.139.73(2993)

Remove

Modify View

Add | ‘

Local Configuration

o Multi-groups are supported.

The system will be shutdown whenever any of the group is met the shutdown condition

Alias: LTACNWHP7501365.napa.ad.etn.com

Events

[ »

[¥] Ac Fail

Battery Low

[ upPs Overload

"] UPS Over Temperature

[ Weekly Schedule Shutdown
Specific Day Schedule Shutdown
"] EMP Over Temperature

["] EMP Over Humidity

[T EMDP rantart] Alarm
4| Tl | »

111

H System Protect Configuration = |
System Log Language
Device List Events
gaﬂ groupl [¥] Ac Fail i
CeE172.18.127.83(2993) Battery Low

17218.127.75(2993)
-4 group2

Add Remove

Modify | ‘ View

Local Configuration

Alias: BAOCNWHP7501365.napa.ad.etn.com

"] UPS Overload

"] UPS Over Temperature

Weekly Schedule Shutdown
Specific Day Schedule Shutdown
"] EMP Over Temperature

["] EMP Over Humidity

[T EMDP rantart] Alarm
4| Tl | »

111

6.5 Simulate shutdown by event

Before doing this simulate test, please make sure the system is not running with critical mission,
and is allowed to shut down for a while.

Open the NMC website, select UPS Management -> UPS Powered Devices.
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@ Network Managem
e

'Ed Eaton-Powering Business Worldwids X
lorer provi on ing Business Worldwi iﬂvh
v+ | X | Bing P~

- = »
@ Network Management Card [ - =] M0 v Page~ Safety v Tools~ ‘@"

@) ntip://17218139.73/

<. Favorites UF h=d| Suggested Sites ¥

LINE-INT
NETWORK MANAGEMENT CARD FOR UPS Location: Office
29/09/2014 14:43:34

[T | UPS Monitoring » UPS Powered Devices help

UPS Status
UPS Alarm
UPS Parameters

Index IP Address Host Name Date Time

UPS Identification 1 172.18.139 64 LIACNWHPT501365 napa ad etn com 29/09/2014 10:58:43

UPS Battery Test Remote PC Shutdown Test AC Failed -
UPS Battery Test Schedule
SNMP TRAP Receivers
UPS Configuration

UPS Control

UPS Shutdown

Shutdown Schedule B

e  The server for the SPS client will be added to the “UPS Powered Devices” table if the
communication is established between the SPS and NMC.

e  Select the event in the “Remote PC Shutdown Test” drop list, click submit button, the NMC
will send the warning and shutdown notification to the SPS client.

The amount of connected devices is 1

e The SPS will show the alarms dialog and shutdown/sleep the computer.
e After the test, wait for “UPS Shutdown Delay” time (120S as default, refer to section 8.2.3),
then turn on the computer system.

6.6 Load segment shutdown

Note: SPS version should be 1.5.0.2 or later
Set the “power by” parameter to Load segment 1 or Load segment 2 on the SPS client

Add [

IP Address or Host Name: 172.18139.77

Service or Port: 2993

Device Model:

Cluster: -

Powered By: Load segment 1 'D

—

[ 0K H Cancel ‘
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System Log Language

Device List Events

------- 1721813977299 151| |  [@] Ac Fail
— Battery Low
[C]ups Overload
[ UPS Over Temperature
Weekly Schedule Shutdown
Specific Day Schedule Shutdown
["] EMP Over Temperature
l Add l [ Remove l ["] EMP Over Humidity
l [ l ["] EMP Contactl Alarm

[ »

il

View

l Madify [TTFMP Cantart? Alarm

Local Configuration

Alias: LIACNWHP7501365.napa.ad.etn.com

Set the Load segment shutdown timer on the NMC website

For example, the LS1 “shut down timer” is 180s and the LS2 “shut down timer” is 240s
When the AC fail event occurs, the LS1 will be shut down after AC failing for 180s
When the AC fail event occurs, the LS2 will be shut down after AC failing for 240s

UPS Monitoring UPS Management » UPS Configuration help
UPS Status UPS
UPS Parameters ) a0
int po ]
UPS Powered Devices Over Temperature Set Point("C)
UPS Identification
UPS Management
UPS Battery Test EME JAuto V]
UPS Battery Test Schedule Sensor Description Low Point High Point
SNMP TRAP Receivers Temperature(°C) o | [E21{iT | [0]fa4 |
UPS Configuration Humidity(%) [rwr | [][46 | [0][ee |
UPS Control Alarm-1 nty Normally Closed|v|
UPS Shutdown Alarm-2 Normally Closedﬂ
Shutdown Schedule Save
NMC System UPS Battery
Reboot System Last Replace Date(dd/mm/yyyy) 03/07/2015
fAccessicontrol Shutdown when battery capacity is below(%)
Date and Time 3
SNMPV1/2 Configuration ave
w
2k=OnCAN Load Segment
Email Notification .
Shutdown timer Startup timer
Firmware Upload
¢ o ]
File Managem ent Load Segment 1(Sec) 180 5
UPS Log Save

6.6.1 Load segment timer is shorter than AC fail warning period

o Setthe UPS shutdown timer and AC failed warning period on the NMC website
For example: The “UPS shutdown delay” timer is 60s and the AC failed “warning period” timer
is 900s ,so the load segment timer is shorter than AC fail warning period. (180<900, 240<900)
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UPS Monitoring
UPS Status
UPS Alarm
UPS Parameters
UPS Powered Devices
UPS Identification
UPS Managem ent
UPS Battery Test
UPS Battery Test Schedule
SNMP TRAP Receivers
UPS Configuration
UPS Control

Shutdown Schedule

NMC System

Reboot System
Access Control
Date and Time

UPS Management » UPS Shutdown

Event

AC Failed

Battery Low

UPS Overload

UPS Over Temperature
Weekly Schedule

Specific Day

EMP Temperature Threshold
EMP Humidity Threshold
EMP Alarm-1

EMP Alarm-2

Below Battery Capacity Setting

Cancel UPS Shutdown if events Restored in Shutdown Delay

Actions

Warning Period

help

Warning Interval

Sec (Sec)
Client&UPS Shutdown ~| |[300 | | [0 |
| Disable v o | o |
| Disable ~v|  [s00 | o |
Client&UPS Shutdown|~|  [60 | [ro |
| Disable ~|  [eoo | [e0 |
| Disable v|  [s00 | [p4 |
| Disable v 152 | 3o |
Disable | [s0o | g0 |
| Disable MERE | [p4436 |
| Disable v a3 | a0 |
Disable ~ oD | g0 |

| UPS Shutdown De\ay(Sec)I 160

SNMPw1/2 Configuration Save
e  Shutdown order:
The SPS client will be shut down after AC failing for “Load segment shutdown timer” minus
“UPS shutdown Delay” timer
1. If the system powered by LS1, the NMC will notify the SPS client to shut down after AC
failing for 120s (180-60=120)
2. If the system powered by LS2, the NMC will notify the SPS client to shut down after AC
failing for 180s (240-60=180)
6.6.2 Load segment timer is longer than AC fail warning period
o Set the UPS shutdown timer and AC failed warning period on the NMC website
For example: The “UPS shutdown delay” timer is 60s and the AC failed “warning period” is
90s ,so the load segment timer is longer than AC fail warning period(180>90, 240>90)
UPS Management » UPS Shutdown help

UPS Status

UPS Alarm

UPS Parameters

UPS Powered Devices

UPS Identification
UPS Managem ent

UPS Battery Test

UPS Battery Test Schedule

SNMP TRAP Receivers

UPS Configuration

UPS Control

UPS Shutdown

Shutdown Schedule

NMC System

Reboot System

Access Control

Date and Time
SNMPvi/2 Configuration

° Shutdown order:

Event

AC Failed

Battery Low

UPS Overload

UPS Over Temperature
Weekly Schedule

Specific Day

EMP Temperature Threshold
EMP Humidity Threshold

EMP Alarm-1

EMP Alarm-2

Below Battery Capacity Setting

Cancel UPS Shutdown if events Restored in Shutdown Delay

Warning Period

Warning Interval

Actions (sec) (sec)

Client&UPS Shutdown v| [0 | [0 |
Disable v P | |30 |
Disable v oo | [zo |
Client&UPS Shutdown | v| |60 | [0 |
Disable | [ooo | [a0 |
Disable v|  [ooo | |54 |
Disable v|] [152 | [0 |
Disable v|  [ooo | o |
Disable MERE | [34456 |
Disable ME=E | [zo |
Disable ~ D | [zo |

UPS Shutdown Delay(Sec)

The SPS client will be shut down after AC fail “Warning Period” timer is met

=

If the system powered by LS1(LS1 shutdown timer is longer than AC failed “warning

period”, 180>90), the NMC will notify the SPS client to shut down after AC failing for 90s

N

If the system powered by LS2(LS2 shutdown timer is longer than AC failed “warning

period”, 240>90), the NMC will notify the SPS client to shut down after AC failing for 90s
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