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Konfiguracja karty loT

INFORMACJE OGOLNE

Wbudowana karta umozliwia:
e Komunikacje zasilacza UPS z chmurg loT (wymiany danych)
e Moze petnic funkcje serwera Modbus TCP

OPIS KARTY

Logowanie

W celu potgczenia sie z kartg nalezy w oknie przegladarki (zaleca sie uzywanie
przegladarki Google Chrome Ilub Edge) wpisaé adres IP karty. Adres karty
wyswietlany jest w menu zasilacza w oknie ldentyfikacja - > Ethernet IP. Podczas
pierwszego logowania wymagana jest zmiana hasta. Domysine parametry autoryzacji

karty to:
e Username (uzytkownik): admin

e Password (hasto): Admin*1

Change Password X

admin

Mew Pacownre *
New Fassword

Be at least 8 characters

At least 1 letter

At least 1 number

Mot same as User Mame or Full Name

Confirm Password *

Cancel

Rysunek 1: Zmiana hasta

Nowe hasto musi sktadaé sie z: co najmniej 8 znakoéw, zawieraé co najmniej 1 litere

oraz 1 cyfre. Nie moze by¢ takie samo jak nazwa uzytkownika.
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Konfiguracja karty loT

Strona gtéwna karty

Po zalogowaniu wyswietlana jest strona gtéwna.

X loT setting portal Overview o
h Overview Device Information 10T Information Wireless Information
& Settings Model Name RTPRO1000 Device GUID 81 00eag.cidl4ch Wireless Signal Strength
_ UPS FW version 000214805 |07 Connection status reason loT disabled  Wireless Connection Status
B logs preles Wireless dongle is unplug
UPS Serial number CPIOPTOS0290001 107 Connection Status Unconnected
L L Wireless Connection Status Wireless dongle unplug
U Informat
& License Information 10T Device Firmware Version 01.06.049

Rysunek 2: Widok strony gtéwnej

Menu karty podzielono na cztery Submenu: Overview, Settings, Logs oraz Licence

X  loT setting portal

i Overview

Information.

L Settings

= Logs
- . .
N License Information

Rysunek 3: Menu

Menu Overview

W menu Overview wyswietlane sg informacje dotyczgce zasilacza UPS (model oraz
numer seryjny, wersja firmware zasilacza oraz wersja firmware karty loT), status

potgczenia loT oraz potgczenia bezprzewodowego.

Overview o

Device Information 10T Information Wireless Information
Model RT PRO 1000 . 81100ea0-c3d1-4cb6- . iamial
odel Name Device GUID 0223-ce0228409934 Wireless Signal Strength
UPS FW version 00.02.14805 10T Connection status reason loT disabled :’i"e'ess Connection Status Wireless dongle is unplug
eason
UPS Serial number CP10P1050290001 10T Connection Status Unconnected ) . )
Wireless Connection Status Wireless dongle unplug
10T Device Firmware Version 01.06.049

Rysunek 4: Menu Overview
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Menu Settings

Menu Settings podzielone zostato na cztery Submenu:

Settings

Preference Network Firmware User Management

Rysunek 5: Submenu Settings

Submenu Preference

Zaktadka Preference umozliwia skonfigurowanie daty i czasu. Istnieje mozliwosé
recznego wprowadzenia czasu lub wskazanie serwera SNTP, z ktérego dane majg
by¢ pobierane oraz okreslenie strefy czasowej. W zaktadce tej istnieje rowniez

mozliwos¢ zresetowania i przywrocenia karty do ustawien fabrycznych.

(© Dateand Time ‘ B  Device Actions A
fet ITnme i Reboot or Reset Device
Wed Nov 08 2023 14:48:48 GMT+0100 ‘ b

SNTP Operation Enable
bl P Enable -~ il Web Session Settings A
SNTP server 1
time.windows.com time.windows.con User account Inactivity timeout
500 Seconds 900 Second
SNTP server 2
0.pool.ntp.or

0.pool.ntp.org

Maximum Concurrent Sessions

SNTP server 3

- 1.pool.ntp.or
e User Absolute Timeout o
21600 Seconds 21600 Second
® Locale ‘
User Lock Time B
300 Seconds 300 Second
[mezone GMT/UTC -
Maximum Failed Login Attempts i
DarglForma[ mm/dd/yyyy ~ v
mm/dd/yyyy
User 1 Password Complexity setting p_ .\ q Complexity Level T ~
Time Format 24Hrs - Password Complexity Level 1

24Hrs

Rysunek 6: Okno Preference
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Submenu Network

Menu konfiguracji sieciowej. Administrator moze skonfigurowac¢ funkcje DHCP, ktéra
jest domysinie wigczona, adres IP karty (w przypadku wytaczonego DHCP), serwer

DNS, serwer Proxy, wtgczenie / wytgczenie Modbus TCP, witgczenie / wylgczenie

HTTP.

@ Certificate ~ Wireless ~
Certificate Meﬁhod of wireless IP Allocation DHCP Allocated
DHCP Allocated e —
< WAN ~
Present Wireless IP Address
0.0.0.01P
Plefaulf WAN Port Wireless ~

8.8.8.8IP 88881
Wireless station mode ssid
& Ethernet ~ testssid testssid
) Wireless station mode password s . .
MEEhDd of IP Allocation DHCP Allocated ~ e s T e e
DHCP Allocated [
Present Ethernet |P Address Modbus TCP ~
192.168.177.69 IP
Present Ethernet Subnet Mask Modbus TCP Com Timeout
255 5.01P 0 milliseconds 0 milliseconds
Present Ethernet Default Gateway
192.168.177.254 IP
©Or P Whitelist ~ Access Control A
Trusted IP Adress filter white list
2.168.1.255,255.255.255.2 255.255.255.255,192.11 P ‘DCIJT ‘_Er_wable or Disable Disable
Enable
T, Proxy Settings ~ Modbus TCP Disable ~
Proxy Enable
Sieable Disable « HTTP Disable ~
sabie 7 Disable _
©Or  Access Control ~
Remote Debug Disable ~
Disable _
10T Enable or Disable
Disable «
Disable S COR?P”E'” Type (*) - allows all Origin ~
Modbus TCP Disable ~
Disable _—
H_TTP Disable «
Disable _—
Remote Debug

Wireless

DNST1 IP Address
192.168.177.246 IP

192.168.177.246 |P

DNS2 IP Address

Disable

CORS Origin Type

(*) - allows all Origin

Disable «

(*) - allows all Origin +

Present Wireless Subnet Mask
0.0.0.01P

Present Wireless Default Gateway
0.0.0.01P
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or ~
10T Enable or Disable Disable =
Modbus TCP Disable =
e Disable =
Remote Debug Disable -
CORS Qrigin Type (*)- allows all Origin
(Activ e IP) - allows Origin with device IP
Or [P Whitelist ~
Trusted IP Adress filter white list
255.255.255.255,192.168.1.255,255.255.255.2 255.255.255.255,192.111p
551P -
1, Proxy Settings A
Proxy Enable Disable
Disable

Enable

Ethernet

Method of IP Allocation
DHCP Allocated

Present Ethernet IP Address
192.168.177.69 1P

Present Ethernet Subnet Mask
255.255.255.0 1P

Present Ethernet Default Gateway
192.168.177.254 IP

Modbus TCP

Modbus TCP Com Timeout
0 milliseconds

Certificate

Certificate

WAN

Default WAN Port
Wireless

DNS1 IP Address
192.168.177.246 IP

DNS2 IP Address
8.8.8.81P

Rysunek 7: Okno Network

Submenu Firmware

Statically Hardcoded
DHCP Allocated
Taken From NV

DIP Switch Configured

0 milliseconds

Download Certificate

A

Ethernet

Wireless

192.168.177.246 IP

8.8.8.81P

Menu aktualizacji firmware karty 10T.

E Firmware Upgrade

Firmware Upgrade

®  Firmware Information

|OT Device Firmware Version

01.06.049

App Fw Upgrade Enable

Upgrade to higher version allowed

Open Codepack

Upgrade to any version allowed
Upgrade to higher version allowed

Upgrade not allowed

Rysunek 7: Okno Firmware
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Submenu User Management

Za pomocg menu istnieje mozliwos¢ edycji konta Administratora jak réwniez dodanie

kolejnych uzytkownikéw z nadaniem im uprawnien.

Settings o

Preference Network Firmware User Management
Full Name Role User Name Last Login Password Change Due
Administrator Admin admin 8.11.2023, 14:41:30 1 Day /' Edit l
Add New User X
Full Name *

User Name *

Admin

Password Complexity
0 -

Engineer
Password Timeout Days *

Operator
MNew Password *

Viewer
Confirm Password *
User Role
Admin -

Cancel

Rysunek 8: Okno User Management

Menu Logs

Okno z listg zdarzen wraz z datg i czasem ich wystgpienia. Istnieje mozliwosé
wyeksportowania listy do pliku .csv

=]
Listof Logs  Total Logs Count: 39

Audit-User Log

Set Time Logging Event Logged user name 1P Address port
27.03.2023 13:33:32 User logged in event admin 192.168.177.64 HTTRS Port
27.03.2023 13:34:29 User logout admin 192.168.177.64 HTTRS Port
27.03.2023 13:34:29 Admin user logged event admin 192.168.177.64 HTTRS Port
27.03.2023 13:34:29 Other user password change admin 192.168.177.64 HTTRS Port

Rysunek 9: Menu Logs
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